A b s t r a c t Objective: Patient access to their electronic health care record (EHR) and Web-based communication between patients and providers can potentially improve the quality of health care, but little is known about patients' attitudes toward this combined electronic access. The objective of our study was to evaluate patients' values and perceptions regarding Web-based communication with their primary care providers in the context of access to their electronic health care record.
Background
Survey data demonstrate that more than two-thirds (69%) of adults living in the United States use a computer, with 51% reporting use at home, 47% reporting use at work, and 26% reporting use at a college, library, or other location. 1 These computer users spend an average of 15 hours per week on their computers, with an average of six hours per week spent using the Internet. Approximately 126 million adult Americans (63% of the U.S. adult population) use the Internet, with 87% having access at home and 48% having access at work. Approximately 102 million Americans use e-mail, and 52 million use instant messaging. 2 Of particular significance in health care, the number of Americans aged 65 and older who used the Internet increased by 25% to almost 10 million. 3 The number of women age 65 and older who used the Internet grew faster than any other group, with an increase of 30% to 4.6 million users in 2003, whereas the number of male Internet users over 65 increased by 20% to 5 million. Those in the 55 to 64 age range increased their numbers by 15% to almost 16 million. In comparison, Americans aged 35 to 49 and 25 to 34, who represent the largest number of Internet users, only experienced year-to-year increases of 1% and 3%, respectively. 3 Survey data reveal that the majority of physicians use a computer or the Internet for business or personal reasons. In a 1998 survey by the American College of PhysiciansAmerican Society of Internal Medicine, 82% of the physicians were using computers. Of these, 67% of the physicians who had the technology to connect to the Internet at home used it on a weekly or daily basis, and 69% used it at the office on a weekly or daily basis. 4 In the office, 58% of physicians reported using the computer daily for e-mail, yet only 7% reported using e-mail daily or weekly to communicate with patients. At home, the findings were similar: 69% of physicians reported using the computer daily or weekly for personal e-mail, but only 2.6% reported using it to communicate with patients. In another survey conducted by the American Medical Association, 70% of physicians said they were using the Internet, whereas 25% were using e-mail to communicate with their patients. 5 In a more recent survey by Harris Interactive, 93% of physicians reported using the Internet, with 87% reporting use at home, 56% in their offices, and 40% in the clinical work area. 6 Fifty-five percent of practicing physicians used e-mail to communicate with professional colleagues, and 34% used e-mail to communicate with their support staff. However, only 14% of physicians used e-mail to send patient-specific clinical information (e.g., clinical consultation with another physician, prescriptions), and only 13% of physicians communicated with their patients by e-mail.
As health care continues to evolve to a more patient-centered approach, patient expectations and demands will be a major force in driving the use of electronic communication. Many patients are interested in using e-mail to communicate with their physicians and are interested in receiving online health information from their doctor's office. [7] [8] [9] In one study, 81% of the online population said they would like to receive e-mail reminders for preventive care, 83% said they would like to receive follow-up e-mails after visits to their doctors, and 84% said they would like their doctors to be able to access and monitor their laboratory tests online. 10 In addition, many of the study participants expressed frustration before, during, and after they saw their doctors. For example, 60% said they forgot to ask all their questions, 41% expressed frustration because they had to see their doctor in person to ask questions that could have been answered by telephone or e-mail, and 35% were concerned about getting through to someone who could answer their questions.
For both patients and providers, Web messaging, in which commonly occurring types of messages (such as requests for appointments) are prestructured and directed to the appropriate recipients (e.g., scheduling personnel) offers many potential advantages. The asynchrony inherent in electronic communication allows users to send and read messages at their convenience and alleviates the problem of multiple handoffs and engaging in ''telephone tag.'' Electronic communication also allows the user to document, track, and verify that messages were sent and received and distribute or link to educational materials and other resources. Electronic communication can also be stored electronically or printed out for personal record keeping and future referral (e.g., instructions for taking medication).
For increasing numbers of patients and providers, Web messaging linked to a patient EHR is likely to become the preferred communication channel for routine clinical communications (e.g., reporting home blood pressures and adjusting medical regimens, renewing prescriptions, managing administrative activities such as scheduling). It shares the convenience of asynchrony with standard e-mail. It can be conveniently stored as part of the patient's EHR. It has the potential to be more efficient for both patients and providers than telephone, letters, in-person visits, or even standard unstructured e-mail. It is also more secure than telephone, standard e-mail, or U.S. mail.
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There are limited data in the peer-reviewed literature on the use of electronic communication in health care. Most of these articles consist of guidelines for the use of electronic communication [12] [13] [14] ; surveys on attitudes about the use of electronic communication, mostly by patients and clinicians who are not actually using electronic communication 4, 8, [15] [16] [17] [18] [19] ; and patients' experiences and attitudes about having electronic access to their medical records, most of which come from the United Kingdom. [20] [21] [22] [23] [24] In a recent study, Liederman et al. 25 evaluated the use of Web messaging in a primary care clinic affiliated with the University of California, Davis, that involved eight clinicians, nine medical assistants, four clerical staff, 869 enrolled patients, and 238 survey respondents. More than 85% of patients were satisfied with the use of the Webmessaging system, 88% found it easy to use, 78% thought it improved access to their provider, and 79% said it was better than calling their providers on the phone. Because of the small number of clinicians involved, it is difficult to draw conclusions from their provider survey. However, 62% thought that it improved communication between them and their patients, 75% of them said that they would be ''somewhat likely'' or ''very likely'' to keep using the Web-messaging system after completion of the study, and 75% of them stated that it was important that they be reimbursed for the time spent communicating with patients online.
Despite the potential benefits of Web messaging, there are also potential drawbacks. One is that it provides a less robust means of communication, which can result in missing not only the visual/audio cues of in-person contact and audio cues of telephone calls but also the interactivity of real-time communication. This makes Web messaging less appropriate for complex and sensitive topics. For example, although Web messaging may be well suited for patients communicating with their providers about home blood pressure measurements or renewing prescriptions, it may be less appropriate for discussing complex issues such as whether a patient should undergo prostate cancer screening, informing a patient about a new chronic condition, or discussing complicated medical management issues. Other concerns include the fact that Web messaging is not appropriate for urgent medical issues, it might threaten patient privacy and confidentiality, it might disrupt current clinical workflow and increase provider workloads, it might decrease office visits and revenue, it is not reimbursed, it might expose providers to increased liability, technical infrastructure and support might be expensive and difficult to provide, and the art of medicine might be marginalized. The American Medical Association and American Medical Informatics Association have developed guidelines for e-mail communication between physicians and patients that address some of these issues. [12] [13] [14] Despite these concerns, there is considerable interest among patients, providers, payers, and policy makers in understanding how patient access to their electronic health record (EHR) and Web messaging can be optimally integrated into health care delivery to improve safety, quality, and efficiency. In an attempt to shed light on some of these issues, we conducted a study of patients who were early adopters of a patient EHR and Web messaging to learn more about their experiences and attitudes.
Methods

Setting
The study was conducted at Geisinger Health System. Geisinger, founded in 1915, is an integrated provider network located in 31 counties of north central Pennsylvania, with 52 clinic sites, two hospitals, 600 employed physicians, and 1.5 million outpatient visits per year. The associated health maintenance organization (HMO) is the largest rural HMO in the nation. Geisinger uses an EHR from Epic Systems Corporation, called EpiCare.
System Description
The EHR was implemented in the first outpatient clinic in 1997 and gradually rolled out to the entire system, with implementation in the primary care clinics completed in At the time of the study, patients who wanted to use MyChart filled out a registration form at their clinic and received a user ID number and a temporary password, which they changed when they logged in the first time. Although MyChart had not been marketed aggressively to patients or providers, the number of Geisinger patients using the system nearly doubled during the six-month period between November 2002 and April 2003, from 2,365 to 4,245 registered users.
Study Design
We conducted an online survey of active MyChart users who had registered, activated their account, and logged on to the system at least once since January 2001. We sent an e-mail inviting all these users to participate in the survey. The e-mail included an embedded URL link that took patients directly to the survey, which resided on the Geisinger Web site. The site contained a research consent form, which included background information on the project. The project was approved by the Geisinger and Abt institutional review boards. Respondents were blocked from sending their replies to other respondents (i.e., they could not ''reply to all'' when responding), and blind copying of all invitees hid the recipient list. Respondents were allowed to skip a survey question entirely or enter a response of ''N/A'' (not applicable). A repeat e-mail was sent to the same mailing list (approximately 2½ weeks after the first e-mail) to solicit additional responses. After 21 days, the survey was closed to new participants.
Data were collected on patient demographics; ease of use; and completeness, accuracy, and usability of the information presented in the patient views of the EHR. Except for demographic information, responses were based on a continuous scale, which ranged from 1 (hard to use or strongly disagree, depending on the question) to 100 (easy to use or strongly agree).* We also conducted an online survey of clinicians. Two types of inducements were used to increase clinician participation: two letters of invitation from their medical director and an offer of $25 for participation. Even with these inducements, the clinician survey response rate was too low for meaningful analysis, and we report the results from the clinician survey as anecdotal.
Two 90-minute focus groups were conducted with a total of 25 active users to learn about their use of the system, satisfaction, perceived problems using the system, and suggested improvements. Participants were identified as patients whose primary care provider practiced at a Geisinger clinic located in the geographic area being studied, who were registered MyChart users, who had activated their accounts at least six months before the study, and who had logged in at least *The survey was developed by Geisinger and Abt using an earlier survey instrument developed by Geisinger in 2001, which was adapted for this study. The online survey was developed using the following technologies and scripting languages: Macromedia Cold- once since January 1, 2001. A third 90-minute focus group was conducted with six patients who had registered but not activated their accounts within 30 days, so we could learn why they did not use MyChart. These participants met the same geographic criteria as other participants. Geisinger staff sent an e-mail invitation to all qualifying patients for whom an e-mail address was available. Those who wished to participate were given a telephone number at Abt Associates so they could initiate the call and volunteer. For privacy and confidentiality reasons, the institutional review boards thought it important that Abt staff did not have access to the names, addresses, or other identifying information of Geisinger patients until those patients had actually volunteered to participate. The institutional review boards also did not want Geisinger staff to know which patients had agreed to participate in the focus groups. Therefore, the researchers arranged for the patients to initiate contact with Abt if they wanted to participate. Volunteers were accepted until all slots were filled, with an effort made to include persons of differing ages and both genders. Each of the three focus groups was held in different communities within the Geisinger service area.
Telephone interviews were also conducted with ten Geisinger clinicians. Geisinger staff sent an e-mail invitation to all clinicians (e.g., physicians, case managers, physician assistants) who had their own patient panels and practiced in outpatient clinics where MyChart was available. Clinicians who wanted to participate were asked to contact Abt researchers in the same manner as described previously for recruiting patients. Again, this meant that Abt staff did not have access to the names, addresses, or other identifying information of participating clinicians until they initiated the call and volunteered to participate, and Geisinger staff did not know the identities of the clinicians who agreed to be interviewed. All focus group and interview participants signed consent forms before participation.
Focus groups and interviews were administered by an experienced nurse/researcher and followed structured protocols. The topics discussed in the focus groups were more extensive and detailed than the online surveys. Many of the findings from the focus groups and interviews led to modifications in Geisinger's configuration of both the patient EHR and the Web messaging function.
Results
Of 4,282 users who were e-mailed an invitation to participate in the survey, 1,421 (33%) completed the online survey. We were not able to determine how many of the 4,282 invitations were not delivered because e-mail addresses had changed, cancelled, or incorrect from the outset. We were also not able to determine how many potential respondents were unable to access the survey because they did not use a browser supported by the survey software.
Respondents' demographic characteristics are displayed in Table 1 . More than three-fourths of the respondents were 31 to 64 years of age, with the majority (54%) in the 46 to 64 year age group. The smallest percentage of respondents came from the 18 to 30 year age group (at the time of this study, patients younger than 18 years old could not have their own account or respond to this survey). One-third had a high school education or less, whereas more than one-fourth had at least a four-year college degree. Almost all respondents were non-Hispanic whites, reflecting the ethnically homogeneous population in the Geisinger service area. Most had been using the system for an average of four to 12 months, and most had used it more than four times during the five-month period before the survey was conducted.
Nearly every respondent was using the patient EHR and Web messaging for their own care, but approximately 3% were using it on behalf of a spouse or parent rather than for themselves. Others used it for both themselves and another person. Among the 97% who used it for their own care, 23% also used it for a spouse and 2% for a parent. Several focus group participants said that when the husband was more computer savvy than his wife, she would often give her husband her user ID and password so he could access the system on her behalf. Although this practice raises confidentiality and privacy issues and was not encouraged by Geisinger, few physicians or patients expressed concern about this during the focus groups and interview sessions. In an upgraded version of the software, which was installed after the study, patients can assign access rights to proxy users. This allows others to assist patients while providing a clear record of who is communicating with the physician's practice.
Ease of Use
Respondents were asked how easy it was for them to use various aspects of the patient EHR and Web messaging, using the scale from 1 (hard) to 100 (easy). Respondents found the system easy to use, with average ratings in the 78 to 85 range (Table 2) . There were few differences according to user demographic characteristics except for the fact that women consistently rated the various functions as being slightly easier to use (i.e., higher scores) than men (e.g., registration 85 vs. 80; prescription refills 82 vs. 76; e-mail 80 vs. 76, respectively). The only exception to this trend was in the ease of logging in, where no differences were noted. Virtually all respondents expressed comfort with using computers and the Internet, and most intended to use the system in the future. Focus group participants noted difficulty with using the long preassigned temporary passwords, which has since been rectified by a software upgrade.
Information Completeness, Accuracy, and Understandability
Respondents were asked whether they were able to understand the medical information and test results in the EHR and whether their personal health information and medical histories were complete and accurate (Table 3 ). All respondents felt that they could understand their medical information and test results, with scores averaging more than 80 (of a maximal score of 100). Respondents with less formal education (i.e., those who did not finish high school) had more difficulty understanding medical information and test results than did high school graduates, but even among this group, the scores averaged above 70.
Approximately one-third of respondents felt that the personal health information contained in their EHR was not complete, and approximately 25% of respondents felt that their medical history was not entirely accurate. Ratings of the completeness of personal health information and accuracy of medical histories were consistent across both genders, all age categories, and all education levels. The one exception to this was that those with the least education (9th grade or less) rated their personal health and medical information as somewhat more complete and accurate than did other respondents. During the focus-group discussions, the medication list was cited as a particularly inaccurate element of the EHR. Patients reported that outdated prescriptions continued to appear in the EHR as active, especially if an end date was not entered into the EHR by the prescribing clinician. In addition, prescriptions written by non-Geisinger providers were not captured in the EHR unless a Geisinger clinician entered them.
Although only routine laboratory test results are available online, system administrators and physicians were concerned that patients might become worried by test results that they could access online, especially if the results were abnormal, if they had not been previously discussed with a provider (either in person or by telephone), or if much time had elapsed since the physician had discussed the results with the patient. In contrast, patients were not concerned about this issue. All patients in this study were eager to have more online test results available to them. Administrators also wondered whether patients would be concerned about the confidentiality and security of their online medical information. Although approximately 30% expressed some concern, the majority of patients had little or no concern about security and confidentiality. Patients who had a high school education or less were somewhat more concerned about this issue (average rating of 34 to 38 out of 100) than were patients who had attended college (average rating of 23 to 28 out of 100).
During interviews, clinicians expressed concern about problems that could arise if patients have access to clinical notes. They believed that they needed to be frank in documenting patient problems and conditions but were concerned that the language and content of their notes could upset patients if they were able to read them. The clinicians consistently noted that care in the use of language is especially important when charting about sensitive issues such as obesity and depression.
Provider Selection Decisions
When we asked patients whether access to the patient EHR and Web messaging would be a factor in selecting their physicians, we found a trimodal distribution ( Fig. 1) : 20% of respondents said this system would make no difference whatsoever in their selection decision, 10% were undecided and expressed no opinion in either direction, and 20% thought that availability of this system would be a very important factor in their decision. Other responses were scattered along the continuum.
Communication Preferences
We asked patients and providers whether they prefer online, telephone, in-person, or written modes of communication for a variety of interactions ranging from general medical advice to specific queries about their treatments and test results. A majority of patients preferred online communication for renewing prescriptions and for getting answers to general medical questions (Fig. 2) . They preferred in-person communication for instructions about treatment. For the other interactions, preferences for online versus in-person communication were approximately the same. They did not prefer telephone or written communication for any of the interactions, with written communication always least preferred. Patients felt that it was difficult to get through to their physician's practice and even harder to reach their physician on the telephone, while clinicians thought that ''telephone tag'' was extremely inconvenient for their patients and themselves. There were no clear patterns of preferred communication in terms of gender, age, or education.
We conducted a similar online survey with primary care providers (PCPs) to obtain their opinions about communication preferences for the health care interactions described previously. Only 31 of 237 (13%) PCPs responded, so the views expressed may not be representative of the majority of physicians in the health plan. Table 4 lists these responses separately for patients and physicians.
For every type of health care interaction, more patients than PCPs preferred Web messaging, with patient-to-PCP preference ratios in the different categories ranging from 1.5:1 to 4.3:1. In five of the seven categories, more than 40% of patients preferred e-mail communication, and at least 26% of all patients preferred e-mail communication for any of the interactions.
Other notable findings in which there was at least a twofold difference in patient and PCP preferences include the following: Overall, patients did not prefer written or telephone communication for any category of interaction. Of these two, written communication was the least preferred in all categories, ranging from 2% to 9%. Patients preferred e-mail communication for getting answers to general medical questions (53%), getting instructions for self-monitoring (46%), routine follow-up of minor problems (41%), and getting prescription renewals (64%). They preferred in-person communication for getting test results (36%) and instructions about treatment (46%). E-mail and in-person communication were equally preferred by 45% of patients for discussing healthy lifestyle choices.
Despite survey responses indicating that PCPs preferred Web messaging for only one of the seven categories (prescription renewal), the ten clinicians whom we interviewed expressed optimism that the patient EHR and Web messaging could be a time-saver for both patients and providers. They all felt that clinicians spend too much time trying to reach patients by telephone and sending letters to patients. These clinicians expressed the hope that Web messaging would reduce the amount of time wasted on ''telephone tag'' and reduce the burden of sending out letters.
Limitations
Some limitations of the study should be noted. Thirty-three percent of those potentially eligible to participate in the survey did so. Although this is considered an acceptable response rate for survey questionnaires, it leaves open the possibility that the participants may not be representative of the population as a whole. Patients without access to F i g u r e 1. Availability of system is a factor in selecting future physicians.
computers with browsers other than Internet Explorer 5.x or higher would not have been able to respond to the survey. All the patient participants are early adopters of the patient EHR and Web messaging; therefore, their responses, attitudes, and preferences may not be generalizable to broader patient populations. Physician participation was also limited so that generalizations from their responses are problematic. Finally, EHRs with Web messaging may vary in content, function, and usability, and experiences with this system may not be representative of other systems.
Discussion
We believe this to be among the largest surveys ever conducted of actual users of a linked patient EHR and Web messaging. Users had very little difficulty using the system, even among adults whose education was limited to four years of high school or less. In addition, all the survey questions on ease of use and satisfaction were answered in a strongly positive manner. Given this response, we believe that use of such Web messaging systems linked to a patient EHR have the potential to not only improve the efficiency and effectiveness of health care delivery but to also serve as a market differentiator, which patients will increasingly identify as an important criterion for selecting physicians or health plans.
To realize this potential, the patient EHR must be accessible, accurate, and complete. EHRs provide an obvious advantage over paper-based records because they allow providers to access patient records anytime and anywhere as long as they are able to log into the system. However, like paper-based records, EHRs can have problems with accuracy and completeness. In our study, approximately 65% of patients rated their personal health information as complete and approximately 75% of them rated their medical history as accurate.
There are many possible reasons for this lack of accuracy and completeness: (1) information may be documented incorrectly by providers, (2) information may not be available from patients, (3) information from non-Geisinger providers may not be captured, (4) information that is not traditionally captured in the clinical encounter (e.g., alternative or complementary medical treatments) may be omitted, (5) outdated information may not be deleted, (6) old information may be removed, and (7) providers may have selectively omitted what they believed to be nonessential or sensitive information. Regardless of the reason, the more accurate and complete the medical record, the more useful it becomes for meeting the needs of both patients and providers. Use of a patient EHR linked to Web messaging can overcome some of these problems because patients will be able to identify and point out deficiencies in their health care information. In addition, the fact that patients are able to view their own medical records is likely to motivate providers to inquire and document more carefully.
Here the synergy of the patient EHR and Web messaging is particularly apparent. Without both, patients are far less likely either to note errors in their records or to bring those errors to the attention of their providers.
It is interesting to note the differences in preferences in communication channels between patients and physicians. Today, a lot of information exchange occurs between patients and providers via telephone and letters. Yet patients did not rate either of these two channels as their preferred channel for any of the seven transactions that we studied. Written communication was the least preferred, with mean scores ranging from 2% to 9%. Telephone communication was the next least favored channel for six of the seven transactions, with mean scores ranging from 7% to 28%. The only transaction in which telephone communication scored well (second most favored method) was ''getting prescriptions renewed,'' with a mean of 28%. However, in this category, e-mail communication was the clear favorite, with a mean of 64%. The difficulty of reaching a provider using the telephone appears to be a major contributing factor in our patients' preference for Web messaging.
In contrast, physicians preferred letters for many types of communication. Letters were the preferred channel for providing test results and the second choice for two other transactions. Some of this may stem from the fact that Geisinger's EHR makes it very easy for PCPs to generate and send letters to patients. Telephone communication was the first preference of providers for two types of transactions, and their second choice for three others.
This marked contrast in preferences for communication channels between patients and physicians has several implications. First, as alternative methods of communication continue to develop and become more readily available and easy to use, patient preferences for these alternative methods are likely to drive their adoption. Second, in the near term, these differences in preferences, coupled with the evolution of new technologies, may lead to conflicts between patients and providers, as providers struggle to achieve balance between their clinical workload, reimbursement, patient preferences, costs, and other important factors. Third, given these patient preferences and the overall positive response to the linked patient EHR and Web-messaging system, their use may provide a competitive advantage to health plans that employ such systems within the next few years. Understanding more about patient and provider adoption of Web messaging, including factors that will facilitate uptake and barriers that will need to be overcome, is an important area of our ongoing research.
Conclusion
Our study of 1,421 users of an EHR that provides Web messaging and online access to medical records found that attitudes about the use of these features were mostly positive. The majority of patients were satisfied that the medical information contained in their EHR was complete and accurate, and most patients were not concerned about the confidentiality/privacy of their medical information or about learning of test results before discussing them with their providers. Patients and physicians differed substantially in their preferred means of communication, with patients preferring e-mail communication for most interactions followed by in-person communication, whereas physicians preferred in-person communication followed by telephone communication.
The use of information technology has been identified by the Institute of Medicine as one of the four critical forces necessary to improve the quality of health care in the United States. 26 Web messaging and patient access to their EHRs are two of the many important components of a comprehensive clinical information system that are still evolving. As these systems are developed and implemented, more research will be needed to determine the impact of these technologies on important outcomes and whether they lead to improvements in safety, effectiveness, efficiency, satisfaction, and overall quality of care. Patient, provider, and organizational adoption of Web messaging and other e-health services, including factors that serve as facilitators and barriers to widespread use, are important areas for future research as we attempt to optimize the integration of these technologies in health care.
